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“CYBER CRIME AND LAW - INDIAN PERSPECTIVE” 

 

Adv. Ms. Shruti M. Dudhalkar, 

Yashwant College, Wardha 

shruti5604@yahoo.co.in 

_____________________________________________________________________ 

Introduction:  

Information Technology solutions have paved a way to a new world of internet, 

business networking and e-banking, budding as a solution to reduce costs, change the 

sophisticated economic affairs to more easier, speedy, efficient, and time saving method of 

transactions. Internet has emerged as a blessing for the present pace of life but at the same 

time also resulted in various threats to the consumers and other institutions for which it‘s 

proved to be most beneficial. Various criminals like hackers, crackers have been able to pave 

their way to interfere with the internet accounts through various techniques like hacking the 

Domain Name Server (DNS), Internet Provider‘s (IP) address, spoofing, phishing, internet 

phishing etc. and have been successful in gaining ―unauthorised access‖ to the user‘s 

computer system and stolen useful data to gain huge profits from customer‘s accounts. 

Cyber-crimes are the newest and most complicated crimes for the new century. 

Individuals of various ages are committing cyber crimes because these types‘ crimes are 

easier to commit than the traditional kidnapping, murder, or human trafficking. 

Cyber crime cases such as online banking frauds, online share trading fraud, source 

code theft, credit card fraud, tax evasion, virus attacks, cyber sabotage, phishing attacks, 

email hijacking, denial of service, hacking, pornography etc are becoming common.  

Cyber Crime:  Cyber crime is a crime committed over the Internet. Intentional use of 

information technology by cyber terrorists for producing destructive and harmful effects to 

tangible and intangible property of others is called ―cyber crime‖. Current approaches 

evolved to deal with real-world crime. Cybercrime occurs in a virtual-world and therefore 

presents different issues. 

Example : Theft :  

*Real-world theft: Possession of property shifts completely from A to B, i.e., A had it now B 

has it. 

*Theft in Virtual-world (Cyber-theft): Property is copied, so A ―has‖ it and so does B 
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Cyber terrorists usually use the computer as a tool, target, or both for their unlawful 

act either to gain information which can result in heavy loss/damage to the owner of that 

intangible sensitive information. Cyber crime is clearly an international problem with no 

national boundaries. In India, Information Technology Act, 2000 is the legislation that deals 

with issue related to cyber crime. 

  Cyber Crime could be against 

 Government 

 Property 

 Person 

Cyber criminals fall into one of four categories or groups including  

 Children and adolescents between ages six to 18 

 Organized hackers 

 Professional hackers/crackers, and  

 The discontent employee(s).  

 

Types of Cyber Crime 

 Hacking: Hacking in simple terms means an illegal intrusion into a computer system 

and/or network. Hacker is computer expert who uses his knowledge to gain 

unauthorized access to the computer network.  

 Credit card frauds: Huge loss may cause to the victim due to this kind of fraud. This 

is done by publishing false digital signatures. Most of the people lose credit cards on 

the way of delivery to the recipient or its damaged or defective, misrepresented etc. 

 Cyber pornography: This would include pornographic websites; pornographic 

magazines produced using computers (to publish and print the material) and the 

Internet (to download and transmit pornographic pictures, photos, writings etc). 

Child Pornography: The Internet is being highly used by its abusers to reach and 

abuse children sexually, worldwide.. 

 Sale of illegal articles-narcotics, weapons, wildlife: This would include sale of 

narcotics, weapons and wildlife etc., by posting information on websites, auction 

websites, and bulletin boards or simply by using email communication. E.g. many of 

the auction sites even in India are believed to be selling cocaine in the name of 

‗honey‘. 

http://cybercellmumbai.gov.in/html/cyber-crimes/child-pornography.html
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 Investment Newsletter:  We usually get newsletter providing us free information 

recommending that investment in which field would be profitable. These may 

sometimes be a fraud and may cause us huge loss if relied upon. False information 

can be spread by this method about any company and can cause huge inconvenience 

or loss through junk mails online. 

 Online gambling: There are millions of websites; all hosted on servers abroad, that 

offer online gambling. In fact, it is believed that many of these websites are actually 

fronts for money laundering. Cases of hawala transactions and money laundering over 

the Internet have been reported. Whether these sites have any relationship with drug 

trafficking is yet to be explored. 

 Intellectual Property crimes: These include software piracy, copyright infringement, 

trademarks violations, theft of computer source code etc. In other words this is also 

referred to as cybersquatting. 

 Email spoofing: A spoofed email is one that appears to originate from one source but 

actually has been sent from another source. Email spoofing is carried on by use of 

deceiving Websites or e-mails. These sources mimic the original websites so well by 

use of logos, names, graphics and even the code of real bank‘s site. 

 Forgery: Counterfeit currency notes, postage and revenue stamps, mark sheets etc 

can be forged using sophisticated computers, printers and scanners. These are made 

using computers, and high quality scanners and printers. 

 Cyber Defamation: This occurs when defamation takes place with the help of 

computers and / or the Internet. E.g. someone publishes defamatory matter about 

someone on a website or sends e-mails containing defamatory information to all of 

that person‘s friends. 

 Cyber stalking (section 509 IPC): Cyber stalking involves following a person‘s 

movements across the Internet by posting messages (sometimes threatening) on the 

bulletin boards frequented by the victim, entering the chat-rooms frequented by the 

victim, constantly bombarding the victim with emails etc. Cyber Stalking can be 

defined as the repeated acts harassment or threatening behavior of the cyber criminal 

towards the victim by using internet services. 

 Phishing: By using e-mail messages which completely resembles the original mail 

messages of customers, hackers can ask for verification of certain information, like 

account numbers or passwords etc. here customer might not have knowledge that the 

e-mail messages are deceiving and would fail to identify the originality of the 
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messages, this results in huge financial loss when the hackers use that information for 

fraudulent acts like withdrawing money from customers account without him having 

knowledge of it. 

 Email bombing: Email bombing refers to sending a large number of emails to the 

victim resulting in the victim‘s email account (in case of an individual) or mail servers 

(in case of a company or an email service provider) crashing. 

 Data diddling: This kind of an attack involves altering raw data just before it is 

processed by a computer and then changing it back after the processing is completed. 

 Salami attacks/Financial crimes: These attacks are used for the commission of 

financial crimes. The key here is to make the alteration so insignificant that in a single 

case it would go completely unnoticed.         

 Internet time theft: This connotes the usage by an unauthorized person of the 

Internet hours paid for by another person. 

 Phone Phishing: Is done by use of in-voice messages by the hackers where the 

customers are asked to reveal their account identification, and passwords to file a 

complaint for any problems regarding their accounts with banks etc. 

 Cyber terrorism: Cyber terrorism is the use of Internet based attacks 

in terrorist activities, including acts of deliberate, large-scale disruption of computer 

networks, especially of personal computers attached to the Internet, by the means of 

tools such as computer viruses. 

 Risk Posed On Banks And Other Institutions: Wire transfer is the way of 

transferring money from one account another or transferring cash at cash office. This 

is most convenient way of transfer of cash by customers and money laundering by 

cyber terrorists. 

 Denial of Service attack: This involves flooding a computer resource with more 

requests than it can handle. This causes the resource (e.g. a web server) to crash 

thereby denying authorized users the service offered by the resource. 

 Virus / worm attacks: Viruses are programs that attach themselves to a computer or 

a file and then circulate themselves to other files and to other computers on a network. 

They usually affect the data on a computer, either by altering or deleting it. Worms, 

unlike viruses do not need the host to attach themselves to. They merely make 

functional copies of themselves and do this repeatedly till they eat up all the available 

space on a computer‘s memory. 

http://en.wikipedia.org/wiki/Internet
http://en.wikipedia.org/wiki/Terrorism
http://en.wikipedia.org/wiki/Computer_viruses
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 Logic bombs: These are event dependent programs. This implies that these programs 

are created to do something only when a certain event (known as a trigger event) 

occurs. E.g. even some viruses may be termed logic bombs because they lie dormant 

all through the year and become active only on a particular date (like the Chernobyl 

virus). 

 Trojan attacks: A Trojan as this program is aptly called, is an unauthorized program 

which functions from inside what seems to be an authorized program, thereby 

concealing what it is actually doing. There are many simple ways of installing a 

Trojan in someone‘s computer. 

 Web jacking: This occurs when someone forcefully takes control of a website (by 

cracking the password and later changing it). The actual owner of the website does 

not have any more control over what appears on that website. 

 Theft of computer system: This type of offence involves the theft of a computer, 

some part(s) of a computer or a peripheral attached to the computer. 

 Physically damaging a computer system: This crime is committed by physically 

damaging a computer or its peripherals.  

 Internet Pharming: Hacker here aims at redirecting the website used by the 

customer to another bogus website by hijacking the victim‘s DNS server (they are 

computers responsible for resolving internet names into real addresses - ―signposts of 

internet), and changing his I.P address to fake website by manipulating DNS server. 

This redirects user‘s original website to a false misleading website to gain 

unauthorised information. 

 Software Piracy: Theft of software through the illegal copying of genuine programs 

or the counterfeiting and distribution of products intended to pass for the original. 

 IRC Crime: Internet Relay Chat (IRC) servers have chat rooms in which people from 

anywhere the world can come together and chat with each other. 

 Net Extortion: Copying the company‘s confidential data in order to extort said 

company for huge amount. 

This is just a list of the known frauds/crimes in the cyber world. The unknown frauds might 

be far ahead of these since the lawbreakers are always one-step ahead of lawmakers. 

Some Indian Cases pertinent to Cyber Crimes 

http://cybercellmumbai.gov.in/html/cyber-crimes/software-piracy.html
http://cybercellmumbai.gov.in/html/cyber-crimes/irc-crime.html
http://cybercellmumbai.gov.in/html/cyber-crimes/net-extortion.html
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1. Pune Citibank MphasiS Call Center Fraud- It is a case of sourcing engineering. US 

$3,50,000 from City bank accounts of four US customers were dishonestly transferred 

to bogus accounts  in  Pune, through internet.  

2. Avnish Bajaj vs. State (N.C.T.) of Delhi well known as Bazee.com case. Avnish  

Bajaj, CEO of Baazee.com, an online auction website, was arrested u/s 67 of the 

Information Technology Act, 2000 for distributing cyber pornography an obscene 

MMS clipping in the name of ―DPS Girl having fun"  

3. State of Tamil Nadu Vs Suhas Katti- The case related to posting of obscene, 

defamatory and annoying message about a divorcee woman in the yahoo message 

group. The offender was convicted u/s 67 of Information Technology Act 2000 in 

India. 

4. The Bank NSP Case- The Bank NSP case is the one where a management trainee of 

the bank was engaged to be married. The couple exchanged many emails using the 

company computers. After some time the two broke up and the girl created fraudulent 

email ids such as ―Indian bar associations‖ and sent emails to the boy‘s foreign 

clients. She used the banks computer to do this. The boy‘s company lost a large 

number of clients and took the bank to court. The bank was held liable for the emails 

sent using the bank‘s system. 

5. SMC Pneumatics (India) Pvt. Ltd. v. Jogesh Kwatra- In this case, the defendant 

Jogesh Kwatra being an employee of the plaintiff company started sending 

derogatory, defamatory, obscene, vulgar, filthy and abusive emails to his employers 

as also to different subsidiaries of the said company all over the world with the aim to 

defame the company and its Managing Director Mr. R K Malhotra. The order of Delhi 

High Court assumes tremendous significance as this is for the first time that an Indian 

Court assumes jurisdiction in a matter concerning cyber defamation and grants an 

injunction restraining the defendant from defaming the plaintiffs by sending 

defamatory emails. 

6. State vs. Mohd. Afzal and others well known as PARLIAMENT ATTACK CASE- 

Several terrorists had attacked the Parliament House on 13 December,2001. Digital 

evidence played an important role during their prosecution. The accused had argued 

that computers and digital evidence can easily be tampered and hence should not be 

relied upon. The Court dismissed these arguments. It said that challenges to the 

accuracy of computer evidence on the ground of misuse of system or operating failure 
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or interpolation, should be established by the challenge. Mere theoretical and generic 

doubts cannot be cast on the evidence. 

7. SONY.SAMBANDH.COM CASE- Credit Cards Fraud Case: A complaint was filed 

in by Sony India Private Ltd, which runs a website called sony-sambandh.com, 

targeting Non Resident Indians. A lady gave her credit card number for payment and 

requested that the products be delivered to Arif Azim in Noida. The payment was 

duly cleared by the credit card agency and the transaction processed. After following 

the relevant procedures of due diligence and checking, the company delivered the 

items to Arif Azim. The transaction closed at that, but after one and a half months the 

credit card agency informed the company that this was an unauthorized transaction as 

the real owner had denied having made the purchase. The accused admitted his guilt 

and the court of Shri Gulshan Kumar Metropolitan Magistrate, New Delhi, convicted 

Arif Azim under Section 418, 419 and 420 of the Indian Penal Code — this being the 

first time that a cyber crime has been convicted. 

8. Firos vs. State of Kerala- The Government of Kerala issued a notification u/s 70 of 

the Information Technology Act declaring the FRIENDS application software as a 

protected system. The author of the application software filed a petition in the High 

Court against the said notification. He also challenged the constitutional validity of 

section 70 of the IT Act. The Court upheld the validity of both, section 70 of the IT 

Act, as well as the notification issued by the Kerala Government. 

9. Syed Asifuddin and Ors. Vs. The State of Andhra Pradesh & Anr.- Tata Indicom 

employees were arrested for manipulation of the electronic 32-bit number (ESN) 

programmed into cell phones that were exclusively franchised to Reliance Infocomm. 

The court held that such manipulation amounted to tampering with computer source 

code as envisaged by section 65 of the Information Technology Act, 2000. 

10. Nasscom vs. Ajay Sood & Others-In  a  landmark  judgment  in  the  case  of  

National  Association  of  Software  and  Service Companies vs Ajay Sood & Others, 

delivered in March, ‗05, the Delhi High Court declared `phishing‘  on the  internet  to 

be an illegal  act,  entailing an injunction and recovery of damages. 

11. Hacking Case: ‘Father & son convicted under IT act in Kerala.‘ The priest T.S. 

Balan and his son, Aneesh Balan was found guilty of morphing, web-hosting and e-

mailing nude pictures of Pastor Abraham and his family. The Additional District and 

Sessions Court here has upheld a lower court‘s verdict order sentencing the two to 

three-year rigorous imprisonment and imposing a fine of Rs. 25,000 under Section 67 
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of the information technology (IT) Act; awarding six months rigorous imprisonment 

under Section 120(B) of the Indian Penal Code; and ordering one year rigorous 

imprisonment and imposing a fine of Rs. 10,000 under Section 469 of the code. The 

court revoked the sentence under Section 66 of the IT Act. 

12. Cyber Pornography Case: The Delhi Public School is the hot issue in succession with 

the dirty clips of Miss. Jammu, 11
th

 standard student while having the oral sex 

recorded the clip of approximately 2.30 minutes by his mobile and circulated amongst 

his friends. The students were expelled from the school and two big arrests were also 

made in the same conjunction. In this case, the Delhi Police Cyber Crime Cell 

registered a case under section 67 of the IT act, 2000 

13. Sale of illegal articles-narcotics, weapons, wildlife Case: Online cigarette sale is big 

tax evading game in the west. Internet cigarette sellers offer cheaper rates in part 

because they do not collect state taxes. Under legal pressure, they began turning over 

customer data to states a year ago. A federal law prohibits retailers from delivering 

tobacco products across state lines without reporting their sales. 

14. Investment Newsletter Case: HYIP stands for High Yield Investment Program. They 

are the sites out there that promise you a 1% daily return on your money or some such 

nonsense. There are thousands of documented cases of HYIP fraud. Some people 

have even lost their life‘s savings this way, please don‘t be one of those people. 

15. Online Gambling Case : Recent Indian case about cyber lotto was very interesting. A 

man called Kola Mohan invented the story of winning the Euro Lottery. He himself 

created a website and an email address on the Internet with the address 

'eurolottery@usa.net.' Whenever accessed, the site would name him as the beneficiary 

of the 12.5 million pound.After confirmation a telgu newspaper published this as a 

news. He collected huge sums from the public as well as from some banks for 

mobilization of the deposits in foreign currency. However, the fraud came to light 

when a cheque discounted by him with the Andhra Bank for Rs 1.73 million bounced. 

Mohan had pledged with Andhra Bank the copy of a bond certificate purportedly 

issued by Midland Bank, Sheffields, London stating that a term deposit of 12.5 

million was held in his name. 

16. Intellectual Property Crimes Case: Satyam Vs. Siffy is the most widely known case. 

Bharti Cellular Ltd. filed a case in the Delhi High Court that some cyber squatters had 

registered domain names such as barticellular.com and bhartimobile.com with 

Network solutions under different fictitious names. The court directed Network 
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Solutions not to transfer the domain names in question to any third party and the 

matter is sub-judice.  

17. Email Spoofing Case: But the best example of the email spoofing can be given by the 

Gujarat Ambuja Executive‘s case. Where he pretended to be a girl and cheated 

the Abu dhabi based NRI for crores by blackmailing tactics. 

18. Forgery Case: ‗Two Nigerians sentenced 7 years RI for online fraud‘ A local court in 

Malappuram district in Kerala sentenced two Nigerians to five years rigorous 

imprisonment on July 20, 2011 in a cyber-crime case. The two had cheated a doctor in 

the district of Rs 30 lakh about two years ago. Johnson Nwanonyi(32) and Michel 

Obiorahmuozboa (34), both hailing from Anambra state in Nigeria, were sentenced 

each under sections 420(cheating)-5 years, and 468(forgery)-5 years of IPC and 

section 66(D) (phishing) of Information Technology (Amendment) Act 2008 -2 years 

and a fine of Rs 1.25 lakh by a Chief Judicial Magistrate V Dileep in Manjeri in 

Malappuram district. The sentence would run concurrently. 

19. Cyber Defamation Case: ‗AP High Court dismisses Google's Petition contending 

being intermediary it can not be held liable for defamation’  Google India Pvt. 

Ltd., Vs M/s.Visaka Industries Limited and another. There is no exemption of any 

criminal liability in respect of a company either under Section 79 of the Act as it stood 

originally or Section 79 of the Act after the amendment which took effect from 

27.10.2009.  

20. Cyber Stalking Case: Ritu Kohli has the dubious distinction of being the first lady to 

register the cyber stalking case. A friend of her husband gave her telephonic number 

in the general chat room. The general chatting facility is provided by some websites 

like MIRC and ICQ. Where person can easily chat without disclosing his true identity. 

The friend of husband also encouraged this chatters to speak in slang language to 

Ms. Kohli.  

21. Phishing Case: One financial Institute registered a crime stating  that some persons 

(―perpetrators‖) have perpetrated certain acts through misleading emails ostensibly 

emanating from ICICI Bank‘s email ID. Such acts have been perpetrated with intent 

to defraud the Customers. This crime has been registered u/s U/Sec. 66 of IT Act, sec 

419, 420, 465, 468, 471 of  I.P.C r/w Sections 51, 63 and 65 of Copyright Act, 1957 

which attract the punishment of 3 years imprisonment and fine up to 2 lacs rupees 

which accused never thought of . 
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22. Data diddling Case: The NDMC Electricity Billing Fraud Case that took place in 

1996 is a typical example. The computer network was used for receipt and accounting 

of electricity bills by the NDMC, Delhi. Collection of money, computerized 

accounting, record maintenance and remittance in the bank were exclusively left to a 

private contractor who was a computer professional. He misappropriated huge amount 

of funds by manipulating data files to show less receipt and bank remittance. 

23. Salami attacks Case:  Mumbai poilce have arrested a hacker by name Kalpesh (name 

change) for hacking into a financial website. A case has been registered against the 

hacker under section 67 of Information Technology Act – 2000 and under various 

sections of Indian Penal Code. 

24. Financial Crimes Case: Wipro Spectra mind lost the telemarketing contract from 

Capital one due to an organized crime. The telemarketing executives offered fake 

discounts, free gifts to the Americans in order to boost the sales of the Capital one. 

The internal audit revealed the fact and surprisingly it was also noted that the 

superiors of these telemarketers were also involved in the whole scenario. 

25. Internet time theft Case: the Economic Offences Wing of Delhi Police arrested a 

computer engineer who got hold of the password of an Internet user, accessed the 

computer and stole 107 hours of Internet time from the other person‘s account. He 

was booked for the crime by a Delhi court during May 2000.     

Position of Cyber Law in India- In India, all cyber laws are governed by the Information 

Technology Act(IT Act). However, IT  Act does not deal with some major legal issues 

including the issue of jurisdiction.  

It is well-established law in India that where more than one court has jurisdiction in a certain 

matter, an agreement between the parties to confer jurisdiction only on one to the exclusion 

of the other(s) is valid.  

In case there is no agreement, the respective court considers the balance of convenience and 

interests of justice while deciding for the forum. 

Emergence of Information Technology Act, 2000. 

In India, the Information Technology Act 2000 was enacted after the United Nation General 

Assembly Resolution A/RES/51/162, dated the 30th January, 1997 by adopting the Model 

Law on Electronic Commerce adopted by the United Nations Commission on International 

http://www.indiaforensic.com/wipro.htm
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Trade Law. This was the first step towards the Law relating to e-commerce at international 

level to regulate an alternative form of commerce and to give legal status in the area of e-

commerce. It was enacted taking into consideration UNICITRAL model of Law on e- 

commerce 1996. Some sections of said Act are Sec. 43- Unauthorized access-copying or 

extracting information, Sec. 66- Hacking- Destruction, Deletion, Alteration, Sec. 67- Cyber 

Pornography- Publishing, transmitting 

Cyber Crimes and Punishments under Information Technology Act, 2000. 

Cyber Crime  Brief Description  

 

Relevant 

Section in 

IT Act  

Punishments  

Cyber Stalking  Stealthily following a 

person, tracking his 

internet chats. 

 

43, 65, 66 

  

Imprisonment of 3 years, or with 

fine up to 2 lakh  

Cyber Pornography 

including child 

pornography  

Publishing Obscene in 

Electronic Form involving 

children 

67, 67 (2)  Fine of 1 lakh rupees, and 

imprisonment of 5years, and  Fine 

of 2 lakh rupees, and imprisonment 

of 10 years on second or subsequent 

conviction 

Intellectual Property 

Crimes 

Source Code Tampering, 

piracy, copyright 

infringement etc. 

65 imprisonment  of 3 years, or with 

fine up to 2 lakh  

Cyber Terrorism  Protection against cyber 

terrorism  

69 Imprisonment  for a term, may 

extend to 7 years  

Cyber Hacking Destruction, deletion, 

alteration, etc in a 

66 imprisonment of 3 years, or with 
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computer resources  fine up to 2 lakh  

Phishing Bank Financial Frauds in 

Electronic Banking  

43, 65, 66  imprisonment of 3 years, or with 

fine up to 2 lakh  

Privacy  Breach of confidentiality 

and privacy 

Unauthorized access to 

computer  

43, 66, 67, 

69, 72  

imprisonment may extend to 2 

years, or with fine which may 

extend 

to 1 lakh rupees, or with both. 

Unauthorized access to 

computer 

Attempting or securing 

access to computer 

70 Imprisonment upto 10 years and 

fine. 

Misrepresentation Penalty for 

misrepresentation. 

for obtaining any licence 

or Digital Signature 

Certificate 

71 imprisonment may extend to 2 

years, or with fine may extend to 1 

lakh rupees, or with both.              

Publication of Digital 

Signatures 

Publishing false digital 

signatures, false in certain 

particulars 

73 Fine of 1 lakh, or imprisonment of 2 

years or both. 

 Publication of Digital 

Signatures for fraudulent 

purpose 

74 Imprisonment for the term of 2 

years and fine for 1 lakh rupees. 
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Increasing Cyber threats in India 

Our dependence on technology - be it our cellphones, tablets, or laptops, seems to be directly 

proportional to the progress that technology itself has been witnessing. The growth of the 

Internet, the world over, has been a very important chapter in this respect. Social networking, 

gaming, storing data and online shopping are only a few of the many doors that the web has 

opened up. This, however, has also given birth to an ugly spate of cyber crimes. 

Today Cyber crime is a bigger threat to India in comparison to physical crime. In a survey 

conducted by National crime records Bureau, Ministry of Home Affairs shows that cyber 

crime is increasing everyday in various forms.   

According to analysts at the Indian Institute of Science, Tax evasion, cheating on the Internet, 

identity theft, child pornography and other cyber crimes cause a loss of $50 billion annually.  

According to CERT, Ministry of Information Technology survey Cyber Crime accelerated 

about 50 times since 2004. 

A recent report by the National Crime Records Bureau (NCRB) - Crime in India 2011 - has 

thrown light on how the nation has fared, as far as cyber crimes go.  

According to the report, the number of cases that were registered under the nation's IT act last 

year were 1,791 - a considerable rise of 85.4 percent from the 966 cases registered in 2010. 

The report states that the highest number of cases were registered in Andhra Pradesh (349), 

Maharashtra came second with 306 registered cases, followed by Kerala (227 cases), 

Karnataka (155 cases) and Rajasthan (122 cases). 

46.1 percent of the total cases pertained to Loss/damage to computer resource/utility reported 

under hacking with computer systems for which 487 persons were arrested. 

496 cases pertaining to Obscene publications/transmission in electronic form were registered 

in 2011, following which 443 persons were arested. 

It added, "Out of total (983) Hacking cases, the cases relating to Loss / Damage of computer 

resource/utility under Sec 66(1) of the IT Act were 84.0%  (826 cases) whereas the cases 

related to Hacking under Section 66(2) of IT Act were 15.9% (157 cases). Andhra Pradesh 
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(267) followed by Karnataka (87), Rajasthan (69) and Maharashtra (68) registered maximum 

cases under Sec 66(1) of the IT Act out of total 826 such cases at the National level." 

The report further revealed that of the total 157 cases of Hacking under Sec. 66(2), 23 cases, 

i.e the maximum came from Karnataka, followed by 22 from Kerala and 20 from Andhra 

Pradesh. Further, Andhra Pradesh accounted for 242 arrests, i.e. 20.4 percent of the total 

1,184 arrests in cases pertaining to the IT Act, 2000, followed by Maharashtra with 226 

arrests. 

Interestingly, the report also found that 58.6 percent (i.e., 695 out of 1,184) of those arrested 

belonged to the age group 18-30 years, while 31.7 percent (i.e., 376 out of 1,184) of those 

arrested belonged to the age group 30-45 years.  

Rather shockingly, the report revealed that of the people arrested, ten in Madhya Pradesh, 

four in Maharashtra, in Kerala and two in Delhi, were found to be below the age of 



DMIETR International Journal on Information Technology and Management    ISSN 2277 8659 

20 
 

18. Clearly, the numbers are out for all to see. With many of us spending so much time 

online, it only is imperative that we maintain caution. 

Conclusion: 

Cyber crime cases such as online banking frauds, online share trading fraud, source code 

theft, credit card fraud, tax evasion, virus attacks, cyber sabotage, phishing attacks, email 

hijacking, denial of service, hacking, pornography etc are becoming common. Cyber crime 

can result in loss of life, loss of dignity, loss of time and loss of employment. Although the 

media has given the impression that the cause of all cyber crime is the work of hackers, the 

truth is that insiders perpetrate most events.Hence the real issue is how to prevent cyber 

crime. For this, there is need to raise the probability of apprehension and conviction. The 

challenge in cyber crime cases includes getting evidence. For this India needs total 

international cooperation with specialized agencies of different countries. The threat is not 

from the intelligence of criminals but from our ignorance and the will to fight it. Parents must 

ensure their children are doing the right thing online. 

Suggestions: May be followed, 

On Individual basis: 

Prevention is always better than cure. It is always better to take certain precautions while 

operating the net. One should make them a part of his cyber life.  

1. Have a basic understanding of the technology (and the options). 

2. Parent must participate with their child online. Don‘t let them use adult sites. 

3. Determine what standards have been established for in-school computer use. 

4. Create, with your child, a set of Rules of the Online Road that clearly establish your 

household's expectations relating to both ethics and safety. 

5. Never reveal personally – identifiable information online.   

6. Never share your password with other people. 

7. Never arrange meetings with strangers. 

8. Don‘t believe everything you read or see online. 

9. Don‘t respond to inappropriate messages or emails. 

10. Don‘t post inappropriate content. 

11. Be leery of personal questions from strangers. 
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12. Understand what you put online will be there forever. 

13. Press CTRL+W  to escape the porn window trap  

 

On Social/National basis:  

14. Raise awareness of serious nature of the cybercrimes for various target groups from 

individuals, industries, and governments to specific enforcement agencies. 

15. Revise, enact and enforce national and international laws specifying various 

substantive and procedural aspects of issues emerging from cyber-space: i.e., cyber-

crimes. 

16. Harmonize different national laws to regulate and police the cyber-crimes in a 

consistent and collective manner at various jurisdictional aspects. 

17. Coordinate and cooperate between and among the law enforcement agencies of one‘s 

own country as well as other countries concerned.  

18. Endeavor to establish International Tribunals to regulate cyber cases or crimes 

increased beyond national jurisdictions. 

19. Promote Cyber-computer ethics and provide basic information to computer users 

20. Convince Government for Legislation. Also prepare investigation kit & instructions  

21. Establish Computer Forensics Lab and Center of Excellence on Information Security  

22. Training of IOs, lawyers, judges 
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___________________________________________________________________________ 

Despite living in the age of e-mail, wireless networks, smart phones, and tablets, many 

businesses are still beholden to paper. There are a variety of reasons for this. Often, it‘s the 

other businesses or government agencies that you interface with that demand paper forms or 

faxes. In most of other times, it‘s just the old habit that dies hard. 

However, there are number of software solutions to some old paper problems that don‘t 

require the network infrastructure of a large corporation. And making a small technology 

investment now, could save your business a bundle long-term — not to mention reducing its 

wasteful reliance on paper products. This is the concept of Paperless Office.  

In this white paper, the author shall focus on feasibility of ―Paperless Office Concept‖ and 

thus put light on how this concept while help fulfill its Corporate Social Responsibility 

(CSR). 

By 2013 the global demand for paper is expected to exceed 400 million tons for the first time. 

Before recycling this equates to 7.2 billion trees, after recycling it still tops 4 billion trees and 

eliminates an area the size of Croatia. We use desktop publishing to produce digital 

documents by the billions each year, but we still print them in astounding numbers.  Lyra 

Research estimated that in 2006, 15.2 trillion pages were printed worldwide. IDC states that 

between 2007 and 2010, more than 10 trillion pages were printed in offices in the U.S. alone. 

But HP tops them all, predicting that in 2010, around 53 trillion pages were printed 

mailto:shraddha.wilfred@gmail.com
mailto:parul.martin@gmail.com
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worldwide (including graphic arts applications such as transactional printing). That‘s trillion 

with a capital T.  

That‘s a lot of trees and a lot of dollars. And a lot of information in a form that is great for 

reading and reviewing, but also one that is too easily lost, damaged or, worse, stolen.  

It‘s also a form that moves too slowly for today‘s global business clock.  It is a damning 

situation: try as we might, we just can't break our addiction to paper. 

Paperless or Less Paper – The concept is on Paper?  

The average office worker uses 10,000 sheets of copy paper each year according to 

Reduce.org. Multiply that by the number of employees you have, and you can see how going 

paperless could save your business money. Of course, doing business using much less paper 

is easier said than done. Anyone working in the office of a lawyer, accountant, or health care 

company can tell you: the paperless office is still for many elusive, buried under ever 

increasing stacks of paper.  

As long ago as the late 20th century, people began talking about the possibility of a 

―paperless office.‖ The first prediction of the paperless office was actually introduced in an 

article in Business Week in 1975 on ―The Office of the Future.‖ It became a buzzword in the 

1980s. It coincided with the advent of the personal computer, and the hope was that all 

documents could be processed electronically and that paper would become irrelevant.  

Since then, a number of technologies have made it seem within our grasp—chief among them 

desktop publishing, the web, e-mail, XML, content management systems, e-books, and more. 

Today, digital information flies around the world and into, through and out of our 

organizations, is managed and secured in digital repositories and drives business at lightning-

fast speeds.  

But has paper disappeared? Not at all. Actually, paper consumption is still increasing, soaring 

to extremely high levels.  

Paper continues to predominate in activities that involve knowledge work, reading and 

collaboration. Paper is becoming a more temporary medium as people print, use and discards 

documents rather than keeping everything they print. Paper has become a display medium for 

human collaboration. 

http://www.reduce.org/
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So, despite all of the advances and all of the talk and promises, we‘re still using a lot of 

paper, and the vision of a paperless office is looking more and more like an illusion. 

The Paperless Concept 

The idealized office in which paper is absent because all information is stored and transferred 

electronically is called ―Paperless Office‖. With the ever-expanding application of computers 

into business areas as diverse as accounting, desktop publishing, billing, mail, and 

scheduling, it seemed in the early 80s that the real paperless office was just around the corner. 

Ironically, just the opposite has transpired. The ease with which computers enable people to 

print all sorts of documents has created a flood of new paper. Indeed, perhaps the most 

widespread computer application is the fax machine, which uses paper by the ream.  

A paperless office is a work environment in which the use of paper is eliminated or greatly 

reduced. In this system, the documents and other papers are converted into digital format. 

Some analysts believe that the paperless office is still an achievable and laudable goal, but 

that certain key technologies such as optical character recognition (OCR) must be improved. 

Going paperless can save money, boost productivity, save space, keep personal information 

more secure and help the environment. The aim is to try and eliminate paper via automation 

and enterprise forms automation. 

But the process of going paperless can be daunting. There are the costs of new equipment and 

software to consider, as well as that of converting paper records into electronic files.  No 

matter what, a company probably can't be completely paperless. Some papers -- like signed, 

sealed deeds and legally binding contracts, or paper records for audits and IRS tax filings -- 

need to exist in their original form for legal or financial reasons or, particularly in the 

financial services industry, to show regulatory compliance. 

Still, many companies will agree that becoming paperless, or at least paper-less, is well worth 

the effort.  

Literature Review 

There are a variety of possible benefits for companies deciding to make their offices 

―paperless.‖ An obvious benefit is potential cost reduction. Other benefits that can be 

achieved include becoming more ―green‖ or environmentally friendly and increasing 

efficiency.  

http://www.webopedia.com/TERM/S/store.html
http://www.webopedia.com/TERM/A/application.html
http://www.webopedia.com/TERM/C/computer.html
http://www.webopedia.com/TERM/D/desktop_publishing.html
http://www.webopedia.com/TERM/D/document.html
http://www.webopedia.com/TERM/F/fax_machine.html
http://www.webopedia.com/TERM/O/optical_character_recognition.html
http://money.howstuffworks.com/personal-finance/personal-income-taxes/irs.htm
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Though a grand idea, in reality, an office with ―an absence of paper‖ is hardly feasible, and 

this is why the paperless office is often described as: ―the mythical office where computers 

and software have made paper unnecessary.‖ 

Going paperless, to any extent – from just email to a near complete elimination of paper from 

the workplace – presents some interesting benefits to organizations. The quest for a paperless 

office started with the automation of office processes that began with the invention of the 

electric typewriter invented by IBM. The paperless office, where all documents are 

electronic, took off from this perspective as a means of improving the human spirit and 

becoming more civilized.  

Cost Savings 

One of the main benefits that we hope to see is a cost savings. By moving away from printing 

to storing information electronically, the idea of going paperless engenders cost savings 

expectations. In the next subsections, some of these cost savings areas are present and 

discussed. 

Printing Supplies 

Some businesses, who have adopted ―paperless‖ strategies, have seen a significant decrease 

in their printing supplies costs. Doctor‘s Walk-in Clinics, an urgent care chain serving the 

Tampa Bay, FL region, was able to save around $6,000 to $7,500 per year on reduced faxing 

and other paper related costs.  

Storage and Office Space 

Another cost savings area is storage. Impact Satellite was able to clear out a 250 square-foot 

room after adopting ―paperless‖ software. This enabled them to save approximately $40,000, 

which they were spending on additional staff to maintain and process their records.  
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Environmental Benefits 

There are many concerns in today‘s world about the state of the environment. With more and 

more people supporting going green and supporting companies that do so, how can it look 

bad to be saving paper, which in turn saves trees and the environment? The Natural 

Resources Defense Council has found that ―offices throw out about 350 pounds of paper per 

employee every year,‖. This can really add up, especially for large companies with numerous 

employees across the country.  

Improved Efficiency 

There are several different ways that having a ―paperless‖ office will improve efficiency. A 

few of these benefits are improved documentation, faster document access, and decreased 

personnel costs. 

Increased Document Transfer 

One way to see improved efficiency is in the transfer of documentation between different 

offices. A prime example of this would be medical offices using ―paperless‖ software. Now 

one office can electronically send the chart of a patient to another office with the simple click 

of a button.  

Faster Document Access 

Another way that going ―paperless‖ increases efficiency is by allowing documents to be 

accessed much faster because they are stored electronically. When a customer calls to ask 

about a specific file, the employee will be able to look it up on the computer in a matter of 

seconds, compared to the minutes it could take to physically find the file in storage. This 

efficiency, or time savings, is a direct benefit to customers.  

Personnel Savings 

Because the internal efficiency is expected to increase, this, should in turn, relate to a cost 

savings in the personnel department. As employees are able to increase their workload, due to 

the increased efficiency, Container Freight will not need to hire as often. This will save the 

money that would have been spent on recruiting and salary of new employees. 
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Customer Benefits 

Developing electronic solutions allow customers to access their information on company 

computers more easily without the intervention of the company‘s staff. We have already seen 

these in the banking and insurance industries, where customers have immediate access to 

their bank statements and can file insurance claims and receive almost immediate responses. 

Thus, ―going paperless‖ can generate  significant customer service effects, offering nearly 

24/7 access to information. 

Thus, the paperless idea does not only benefit the company in the cost savings areas 

discussed above but could have direct benefits to the company‘s customers. Furthermore, 

when a company reduces its operating costs in the above discussed areas; it could effectively 

pass some of these benefits onto their customers by reducing rates, offering more incentives, 

etc.  

Figure 1: Summary of Potential Benefits from a Paperless Strategy 

 

How to switch to a Paperless Office  

The average office worker uses 10,000 sheets of copy paper each year according to 

Reduce.org. Multiply that by the number of employees you have, and you can see how going 

paperless could save your business money. Of course, doing business using much less paper 

is easier said than done. But with careful planning, the dream of the paperless office can be a 

reality.  

http://www.reduce.org/
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There are plenty of reasons to reduce your use of paper, including cost, efficiency, and 

environmental responsibility. Let us see how we can adopt the process of becoming a 

paperless office. 

1. Assess how likely it is that you will be able to go paperless. 

Going paperless can immediately affect your company's bottom line.  We all know that "time 

is money", but it is still less expensive than real estate. An expanding business can fit more 

workers into space once occupied by filing cabinets and record rooms. Plus, electronic 

records are easier to search and retrieve, meaning that if you can digitize more of your 

paperwork, you can probably operate more efficiently. 

2. Set a deadline. 

Choose a firm date beyond which you will no longer use paper records, and stick to it. Expect 

resistance from some of your employees. It is hard to change old habits so you will need to be 

patient and offer training. A "Go Live" date set at 6 to 9 months from the beginning of the 

project will motivate the early-adopters among the staff and give a comprehensible structure 

to the transition. 

3. Hire an outside firm and buy new equipment. 

Marshall Maglothin, owner of Blue Oak Consulting in Fairfax, Virginia, is one business 

owner who has made the successful transition to the paperless office. He recommends you 

hire a document imaging system provider to help you go paperless. The first item you should 

consider purchasing is a document imaging system because someone needs to scan all your 

records, set up the databases, and train the staff. A wide range of info-tech services has 

emerged to meet the demands of the digital transition, and these companies are essential to a 

smooth and relatively painless transition. 

4. Replace your invoices. 

One of the major concerns for office managers and executives are the accounting and legal 

implications of a massive record overhaul. In order to fund such projects, the invoicing and 

payment record must be the first to be secured. Enter the electronic invoicing system: these 

services, such as Fresh books, will convert your billing and invoicing systems into a secure 

electronic database. The ideal system should be fast, accurate, professionally designed, and 

http://www.blueoakconsulting.com/
http://www.freshbooks.com/?ref=WPMG&c1=GAW_SE_NW&source=USA&kw=freshbooks_exm&cr5=5018993684
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most importantly, easy to use. A list of suggested references and other high-tech data systems 

for moving to a paperless office can be found at Mashable.com. 

 

5. Store key documents. 

Identify what type of paper record is essential for scanning, and call your document-imaging 

provider for the scanning.  

6. Identify your "super-users." 

Within each department, the project managers should identify the tech-fluent employees who 

will be able to adopt the new systems with ease, and help create a training cascade that will 

reach even the most resistant users. The "super-user" is the staff member who reads on an e-

reader, corresponds from their iPhone, and prefers to deal with data on-screen rather then on 

paper. The "super-user" is, in many ways, your most important asset. 

7. Convert incoming paper to digital. 

Scan and store business cards, client information, diagrams and proposals as electronic files, 

such as PDFs. If your client agrees, sign paper contracts, scan them and send them back via 

electronic fax. 

8. Pat yourself on the back. 

By reducing paper and waste at the office, you've just done your part to save the 

environment. Going paperless should also help you boost your bottom line. Make sure you 

tout your efforts to reduce waste in your marketing and PR campaigns, and celebrate your 

successes with employees. Encourage them to share any ideas they have on how to be even 

more efficient. 

 

Transitioning to a Paperless Office 

If you're considering the transition to a paperless office -- or at least a more paperless office, 

you may be wondering where to start and what you'll need. Many companies offer document 

management systems, hardware, software and consulting services to help improve electronic 

http://mashable.com/2010/05/21/small-business-paperless-2/
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communication on the road to having no paper. We'll look at some of those later in this 

article. For now, let's explore the process. 

Improving technology brings in hardware and software tools to help us move to the paperless 

office concept 

 The use of paper within a business process is easily identifiable 

 Software like ERP systems help automate these business processes and hugely 

decrease the amount of paper in use 

 Other software like DMS (Document Management Systems) help for archiving both 

soft and hard copies of documents through scanning and indexing 

There are a number of Paperless Technologies which can help an office to covert Paperless. 

To name a few technical equipments like Scanner, Smart Phone, DMS, Security Solutions, 

Faxes, Internet Connection and online Database systems etc. help in the process. 

Based on recommendations from experts and companies who have gone through the 

process, here are some basic steps for the transition process.  

1. Commit to going to a paperless office, and convince staff to go along with it by 

explaining the advantages for each of them individually, and as a group, and 

involving them in the process.  

2. Check your existing computer hardware to make sure it's robust enough to handle 

added applications and file storage. Make sure you have a reliable backup system for 

all the files you will be adding.  

3. Analyze what you need and plan to accomplish. Think about what you're likely to 

need in the future with a growing business, as well as now. Think about which 

documents need to be accessed often or quickly, which need extra security, and which 

could be weeded out after a certain time.  

4. Develop a transition plan and a timetable.  

5. Start small with just a single department or area of our business so you can address 

any problems before broadening your scope.  

6. Research the available tools to help you (document management systems, electronic 

faxing, scanners, data backup systems, security systems, document conversion 

companies, process consultants).   
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7. Select and arrange to buy the tools you plan to use. For software, consider fit with 

your needs, ease of use and implementation, cost, and integration with your existing 

systems. And don't neglect backup needs to keep electronic data from being lost.  

8. Do a small test project; make any needed changes; and then move to the transition in 

your first department.  

9. Develop a plan for ongoing company-wide use. Include a document storage plan for 

employees with specific guidelines.  

10. Gradually take your paperless transition through the company. 

Figure 2: Process of Transition to a Paperless Office 

 

Why Become a Paperless Office?  

There is a clear environmental need for paperless offices. The paper industry is one of the 

world‘s major polluting industries and one of the largest contributors to greenhouse gases 

with over 900 million trees cut done annually. The EPA reports that paper is the number-one 

material thrown away, comprising 40% of our waste stream. According to the National 

Resources Defense Council, ―The pulp and paper industry may contribute to more global and 

local environmental problems than any other industry in the world.‖  

In addition to environmental impacts, paper is time consuming to manage. Record keeping 

constitutes more than 90% of all office activity. Studies indicate that of the paper filed, over 

80% is never referenced again! One Xerox study showed that over 45% of the office paper 

that is discarded was thrown out on the day it was printed. A great deal of time is being 

wasted printing, sorting, purging, and filing paper.  
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Then there is the cost aspect of paper. According to the Association for Information and 

Image Management, the lifecycle cost of a document is over $20, which includes the cost of 

paper, printing, mailing, distribution, and handling fees. Another study done by Coopers and 

Lybrand estimated the cost of paper management to be about $50 per document.  

There are many more benefits with a paperless office such as: 

 More space.  

 Document security and easy information sharing.  

 Ability to handle company growth.  

 Access anywhere and electronic prescriptions.  

 Less paper in and Less Paper Out.  

 Less temporary paper.  

 Improved efficiency and effectiveness 

 Improve the brand and image of the company. 

PAPERLESS OFFICE AND CSR 

Paper product manufacturing contributes significantly to deforestation and man-made climate 

change, and produces greenhouse gases. Paper-making is the third largest user of fossil fuels 

in the developing world. Although measures such as recycling and using tree-free paper can 

help reduce the environmental impact of paper, most paper still ends up in landfills. Paper 

production also leads to air pollution, as paper manufacturing releases Nitrogen dioxide 

(NO2) sulfur dioxide (SO2), and carbon dioxide (CO2). Waste water discharged from pulp and 

paper mills contains solids, nutrients, and dissolved organic matter that are classified as 

pollutants. Nutrients such as nitrogen and phosphorus can cause or exacerbate eutrophication 

of fresh water bodies. 

Printing inks and toners are very expensive and use environment-damaging volatile organic 

compounds, heavy metals and non-renewable oils, although standards for the amount of 

heavy metals in ink have been set by some regulatory bodies. Deinking recycled paper pulp 

results in waste slurry, sometimes weighing 22% of the weight of the recycled wastepaper, 

which may go to landfills 

With the adoption of Paperless Office System, all of the above mentioned hazardous 

contributions to the environment can be reduced. Thus any organization can claim to be an 

http://en.wikipedia.org/wiki/Deforestation
http://en.wikipedia.org/wiki/Climate_change
http://en.wikipedia.org/wiki/Climate_change
http://en.wikipedia.org/wiki/Greenhouse_gas
http://en.wikipedia.org/wiki/Recycling
http://en.wikipedia.org/wiki/Tree-free_paper
http://en.wikipedia.org/wiki/Nitrogen_dioxide
http://en.wikipedia.org/wiki/Sulfur_dioxide
http://en.wikipedia.org/wiki/Carbon_dioxide
http://en.wikipedia.org/wiki/Pollutant
http://en.wikipedia.org/wiki/Eutrophication
http://en.wikipedia.org/wiki/Ink
http://en.wikipedia.org/wiki/Toner
http://en.wikipedia.org/wiki/Volatile_organic_compound
http://en.wikipedia.org/wiki/Volatile_organic_compound
http://en.wikipedia.org/wiki/Heavy_metal_(chemistry)
http://en.wikipedia.org/wiki/Deinking
http://en.wikipedia.org/wiki/Landfill
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organization who with lessened Carbon Credits to its account. Similarly with reuse and 

recycling of paper, Green Management is supported. To add to Corporate Social 

Responsibility part of the organization, if felling of trees is reduced, automatically the 

organization has fulfilled its CSR. 

CONCLUSION: 

Although the exact origin of the term ‗The Paperless Office‘ is still the subject of some 

debate, the basic idea was that office automation would make paper redundant for routine 

tasks such as record-keeping and bookkeeping. While the widespread adoption of personal 

computers helped to make this goal more realistic, these predictions have yet to be realized.   

A lot of critical analysis and inputs are received as soon as one cites the caption of ―Paperless 

Office‖. Critics say that the concept of such an office looks good only on paper and can never 

be bought to use. To support their claims, very few examples of such offices have been 

bought to notice globally. Hence the concept is still in the designing phase and no one has put 

it to use as yet. 

Still with incorporation of technical advancements, to convert our Paper-full offices to Paper-

less, a lot of social responsibility can be achieved at the organizational level. Hence a 

Paradigm shift can be seen if such a concept is bought to use efficiently. 
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Abstract:- 

For the past many years, education sector has enjoyed technological changes as the personal 

computer has moved from being a rarity to a mainstay of classrooms around the world. While 

the details can be technical and abstract, virtualization can have a large impact on education 

technology. Educational institutions can use virtual machines to teach a variety of 

information technology topics and courses. The scope of this paper is to present the technical 

aspects of virtual machine, the existing problem and the solution by using different type of 

virtualization of education. Lastly the paper also includes the various benefits of 

virtualization for education like hardware usability, total cost ownership (TCO), licensing and 

data security.  

 

Keywords: virtualization, virtual machines, total cost ownership, data security.   

 

I. Introduction 

Now the computing capabilities have improved drastically, and this has made it easier for 

preparing the environment to run virtual machines with less stress.  This growth has also 

made it easier for utilizing the environment to run a number of virtual machines on a physical 

machine, simultaneously. Especially in a server environment, the use of virtual machine has 

become widely common. In addition, the utilization of virtual machines is also focused in the 

academic field. A crucial part of the teaching in computer and IT related subjects is 

continuous experimentation with the latest technology. An ideal learning environment in 

educational institutes should allow students to experience a broad range of hands on server 

operating systems and situations, and provide a real-life learning experience that will give 

them field type experiences in a controlled lab. Much of the educational training today 

involves preset labs that do not mimic real-world scenarios. The capability to provide such 

learning platform is usually capped by the budget allocated and affordable by the institute. 
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Virtual machine based computer labs provide a rich educational experience to its students by 

enabling them to work on virtual images of computer systems with variety of configurations 

and complexities while controlling the cost of enabling this experience. Deploying real 

servers within virtual machines opens up the teaching opportunities in the lab, and gives 

students testing and training on a simulated production environment with real-world issues 

rather than experimenting on a hypothetical test environment. 

A virtual computer is a logical representation of a computer in software. By decoupling the 

physical hardware from the operating system, virtualization provides more operational 

flexibility and increases the utilization rate of the underlying physical hardware. Although 

virtualization is implemented primarily in software, many modern microprocessors now 

include hardware features explicitly designed to improve the efficiency of the virtualization 

process. In a traditional physical computer, one instance of the operating system supports one 

or more application programs. In a virtualization environment, a single physical computer 

runs software that abstracts the physical computer‘s resources so that they may be shared 

between multiple ―virtual computers.‖ Each virtual computer may be running a different 

operating system from all of the other virtual machines on the physical machine. A crash or 

other program error on any of the virtual machines leaves all of the other virtual machines 

unaffected. 

Virtual machines combine technology resources, reusable software environments, and 

automation to enable hands-on training that can be delivered to anyone, anywhere, anytime.  

The key components of a virtual machines are: 

• Server-based repositories of virtual machine images (instructor and student 

class loads)  

• The infrastructure (web portal, servers, storage, networking). that supports 

secure usage of the images  

• Centralized management of the virtual machines and their usage. 

On the other hand virtualization is the simulation of the software and/or hardware upon which 

other software runs. This simulated environment is called a virtual machine . There are many 

forms of virtualization, distinguished primarily by computing architecture layer, and 

virtualized components may include hardware platforms, operating systems (OS), storage 

devices, network devices or other resources. The virtualization on can be broadly classified 

as: 

 Hardware virtualization. Run multiple operating systems (for example, 

Linux and Windows) on a single server. 
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 Application virtualization. Rapidly deploy applications, even those that 

conflict with each other, with low administrative overhead. 

 Presentation virtualization. Execute an application on one computer 

and present it with another. 

 Desktop virtualization. Run multiple operating systems (OSs) on a 

single desktop.  

 Server virtualization. Allows a physical server to be partitioned to run 

multiple secure virtual servers. 

 Virtualization management. Manage your entire virtual and physical 

infrastructures with a unified set of tools. 

II. Technical aspect of Virtual Machines 

A virtual machine (VM) is a software implementation of a computing environment in which 

an operating system (OS) or program can be installed and run. The virtual machine typically 

emulates a physical computing environment, but requests for CPU, memory, hard disk, 

network and other hardware resources are managed by a virtualization layer which translates 

these requests to the underlying physical hardware. VMs are created within a virtualization 

layer, such as a hypervisor or a virtualization platform that runs on top of a client or server 

operating system. This operating system is known as the host OS. The virtualization layer can 

be used to create many individual, isolated VM environments. 

Typically, guest operating systems and programs are not aware that they are running on a 

virtual platform and, as long as the VM's virtual platform is supported, this software can be 

installed in the same way it would be deployed to physical server hardware. For example, the 

guest OS might appear to have a physical hard disk attached to it, but actual I/O requests are 

translated by the virtualization layer so they actually occur against a file that is accessible by 

the host OS. Virtual machines also provide numerous advantages over the installation of OS's 

and software directly on physical hardware. Isolation ensures that applications and services 

that run within a VM cannot interfere with the host OS or other VMs. VMs can also be easily 

moved, copied, and reassigned between host servers to optimize hardware resource 

utilization. Administrators can also take advantage of virtual environments to simply 

backups, disaster recovery, new deployments and basic system administration tasks. The use 

of virtual machines also comes with several important management considerations, many of 

which can be addressed through general systems administration best practices and tools that 

are designed to manage VMs. 
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VM features such as isolation, compatibility, and encapsulation allow to build virtual network 

topologies encompassing multiple, independent operating systems and networks. These 

features permits to create a ―virtual kernel development environment in which operating 

systems can be developed, debugged, and rebooted in a shared computing lab environment 

without affecting other applications users‖. This type of applications development and 

debugging support is particularly important in the network and operating system 

―development cycle of plan-implement-reboot-test-debug‖ and valuable for emphasizing 

troubleshooting in teaching system administration. 

Most modern computers are powerful enough to run entire operating systems within your 

main operating systems, which means virtual machines are more commonplace today than 

ever. Following figure shows the major queries related to the virtual machine. 

  

Figure 1: Major queries related to the virtual machine 

 

III.   Existing Problems 

Some computer science and management information system courses require students to 

install, configure, and experiment with operating system and network computing 

environments. Students may use one or more operating systems, multiple configurations of a 

single operating system, and a variety of application software and other tools. Providing 

needed hardware and software in a laboratory that supports multiple courses and general-

purpose uses can be cumbersome or impossible. Hands on training are known to have the 

maximum learning impact on students in professional courses. With the rapid advent of 

technology, students these days need to experiment with multiple computers at time for 

exploring high end technologies like client-server models, networking, systems debugging 

etc. But access to any traditional student computer lab even in the big institutes is challenged 

by its physical limitations of the lab resources. For example, students could only use certain 

machines configured with software that matched their assignment requirements. If that 

system was being used by another student, they had to wait. 

Another issue is physical access to the lab. Students are generally limited by the hours that 

the lab are open and allocated to their specific batch. The problem becomes even more 

critical for the usage of pricy licensed software. Usually they are tied to a few physical 

computers in a few labs. So students need to queue up for a limited usage of the software. 

Sometimes, students have to work with the computer to try a task given by teachers. For 

example, in the OSS development course, students can choose some tasks shown in Table 1 
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for their themes for the hands-on training. To conduct this training in a quick and efficient 

manner, teachers have to prepare the working environment preliminary. 

Table 1. Tasks provided by the textbook, as examples of the efficient use of ready-made 

resources in C-language programming. 

Handling command-line option    GUI programming 

Data structure       Computer graphics 

Database application      Accessing devices 

Networking       Encode / decode, text handling 

Scientific calculation      Testing framework 

Image processing 

 

In libraries there remain certain problems. For some libraries, there are differences between 

the version numbers of the libraries installed and those shown in the textbook. They are due 

to the difference of the platforms. In addition, even if we want to construct a server in the 

network, it requires a complicated procedure, so there remains a problem that we have to use 

stand-alone version of a content management system (CMS), when students are trying to 

configure the CMS as part of the hands-on training. 

 

IV. Solutions using Virtualization 

Virtualization is a technique for hiding the physical characteristics of computing resources 

from the way in which other systems, applications or end users interact with those resources. 

As a practical matter, when you get a Google map on your cell phone or when you let your 

PC automatically shop for the lowest price, you are using virtualization. The concept of 

virtualization is very broad and can be applied to devices, servers, operating systems, 

applications and even networks. 

The interest in virtualization has been growing rapidly in the IT industry because of inherent 

benefits like better resource utilization and ease of system manageability. The 

experimentation and use of virtualization as well as the simultaneous deployment of virtual 

software are increasingly getting popular and in use by educational institutions for research 

and teaching. 

Virtualization in education can help to deliver faster and more reliable service, free up critical 

resources, and help reduce costs. 

• Automate campus-wide application deployment. 

• Manage applications for school labs. 
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• Run multiple operating systems, including legacy software. 

• Enable students to access school applications from a variety of devices. 

Type of Virtualizations of Education 

Successfully managing multiple sites and an array of faculty, staff, and student needs is 

becoming increasingly difficult as budgets decrease and equipment and facilities age. Use 

virtualization in education to help cut costs, increase efficiency, and adapt quickly and 

automatically to changing requirements. There are the major three type of virtualization used 

in education:  technological virtualization, geographical virtualization, and organizational 

virtualization. Each type has its own unique logic, its own distinctive advantages, and its 

characteristic problems. These categories may be characterized as follows. 

1] Technological Virtualization of Education: Technological virtualization of education exists 

when the learning processes of students are mediated by technology. Technological 

virtualization is the creation of ―virtual classrooms‖ through the use of technological 

frameworks such as Internet learning platforms, multi-media telecommunications systems, or 

other configurations of information and communications technology. Technological 

virtualization may take place either on the main facility of the university or as a component of 

distance education. 

2] Geographical Virtualization of Education: Geographical virtualization is the distribution of 

educational activities (or the ―classroom‖) over multiple geographical locations. In other 

words, physical space may mediate the relationship between the students and the primary 

faculty and facilities of the university. 

3] Organizational Virtualization of Education: Organizational virtualization is the use of 

inter-organizational arrangements for the delivery of educational programs. In other words, a 

university may choose to cooperate with, or enter into contractual arrangements with, other 

organizations for part, or all, of the educational process. A third party may mediate the 

relationship between students and the primary faculty of a university, in whole or part. 

 

V. The Benefits of Virtualization for Education 

1] Hardware refresh cycle savings  

Most of the educational institute acquires student workstation computers over an extended 

period. The typical school is faced with the dilemma of whether to spend scarce technology 

budget dollars to expand the number of student workstations toward one per student or to 

replace the oldest machines with newer models that will better support current operating 

systems and desktop applications. Desktop virtualization provides a way to increase the 



DMIETR International Journal on Information Technology and Management    ISSN 2277 8659 

41 
 

useful life of existing older PCs while at the same time reducing the cost-per-seat of new 

student workstations. 

2] Effective use of disparate hardware 

Virtualization technologies provide a way to abstract the workspace environment in such a 

way as to be able to present educationally valid content on a broad range of devices. The 

virtualization layer abstracts the resources of the underlying computer and presents them in a 

standardized way to the virtual machine‘s operating system and applications, any virtual 

machine can be run on any server in the data center. Older, smaller servers can support fewer 

virtual machines than newer, larger servers. However, the management can interface to all of 

the virtual machines uniformly and can result in lower administration costs. 

3] Lower total cost of ownership 

The management of virtualized PC clients takes place mostly in the data center rather than in 

classrooms, administration is both simplified and standardized. Many system set-up and 

configuration operations that require access to physical computers in traditional computing 

environments become simple file copy operations in a virtualized desktop environment. 

Virtualization technology helps the customers realize significant energy and cost savings 

while addressing critical data center capacity issues. Virtual client computing is one of the 

most powerful tools available in reducing student computing the total cost of ownership.  

Figure 2 shows the components associated with the total cost of ownership (TCO) of any 

personal computers. 

Figure 2:  Personal computer TCO components 

4] Stretching software licensing cost 

With virtual desktop workstations, you need only purchase software licenses for the peak 

instantaneous usage of any given product. The licensed software runs in virtual PC clients on 

the server rather than on individual machines, it‘s easier to control. Limiting usage of a 

particular program to the number of licenses on hand becomes a manageable task. Just as 

virtual servers maximize utilization of physical server resources, virtual PC clients maximize 

utilization of software licenses. 

5] Better data security 

In a virtual desktop environment, software, data and most of the hardware elements that 

comprise the desktop workstation are in the data center and not on the desktop. This makes 

virtual PC clients inherently more secure since all of the data resides on servers in a secure 

data center rather than spread over desktops. The inherent security provided by virtualizing 

client machines lets you open the network to outside connections without compromising 
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security. Teachers can use virtual clients running on district-owned notebooks or on their own 

personal PCs without the risk of insecure, virus-contaminated computers infecting the 

existing network. Likewise, students using virtual client technology can connect to the 

existing network using family-owned hardware without compromising the security of the 

network. 

6] Higher equipment utilization 

By isolating applications on dedicated virtual machines, the machine‘s available resources 

become the factor limiting the number of applications that can be supported, instead of the 

complexity of supporting multiple applications that share a single operating system 

environment. On the other hand server virtualization allows each server-based product to run 

in its own virtual server free of interactions with other server-based products running in other 

virtual servers on the same physical server. Additional server-based products running in 

dedicated virtual servers can be added to the physical server until the resources of the 

physical server are fully utilized. When a new piece of server-based software (such as a 

learning management system) is deployed, the IT department must determine whether that 

system requires a dedicated server or if it can coexist with other systems on an existing 

server. 

 

VI. Conclusion 

Teaching courses that provide hands-on instruction in information technology can be 

expensive and challenging. The use of virtual machines, allows considerable flexibility over 

the use of dedicated-use computers. Virtualization is a powerful technology trend that is 

already underway and the outlook is that it will grow very rapidly. Educators owe it to 

themselves and their institutions to examine the opportunity very closely and see when and 

how they can start taking advantage of this exciting capability. Virtualization lets your IT 

staff deliver better service at lower cost and with greater security and reliability. 
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INTRODUCTION: 

The success of companies depends on ―How innovative business designs are delivering 

values?‖ Although it is not easy to forecast, yet a good way to face competition is to run the 

business by pleasing customers in new and innovative ways. This is what e –business is 

about. E – Business builds better customer relationships and creates new value propositions. 

E-business largely refers to internet-based and ICT supported business models. Internal to 

firms, it is part of modern management practice, especially for data capture, reporting, 

communication, archival and retrieval of information. The full scope of contribution of e-

business models to decision making is still being assessed.  

The term Supply Chain Management, on the other hand, is the oversight of materials, 

information, and finances as they move in a process from supplier to manufacturer to 

wholesaler to retailer to consumer. Supply chain management involves coordinating and 

integrating these flows both within and among companies. It is said that the ultimate goal of 

any effective supply chain management system is to reduce inventory (with the assumption 

that products are available when needed). 

OBJECTIVES:  

The purpose of this paper is to:  

(a) Study the evolution of E-SCM. 

(b) How knowledge of e-business might help an Organization seeking to transform its Supply 

Chain Management to E-SCM 
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(c) Highlight strategic and tactical issues for analyzing supply chains in an e-business setting 

and 

 (b) Describe future research opportunities in this emerging interdisciplinary area.  

 LITERATURE REVIEW: 

The past couple of decades have seen much attention given to supply chain management 

(SCM). Managing the supply chain involves transcending the traditional and legal boundaries 

of entities along that chain and viewing the entire chain as a single entity. The early literature 

defined SCM as the planning and control of total materials flow from suppliers through 

customers. Later literature referred to the management of both materials and information 

flows. 

SCM is currently understood in terms of integrating and managing the key business processes 

associated with the flow and transformation of goods and services, as well as the attendant 

information flows, both within and between the various organizations along the supply chain 

(Mahmood et al., 2002). 

Current models for supply chain management (SCM) agree that the sharing of business 

information is a crucial element, which binds supply chains together from end-to-end 

(Cooper et al., 1997; Schary and Skjutt-Larsen, 2001). However, there is no consensus as to 

which of the many SCM-business processes should be coordinated on a tactical or operative 

level across the chains in such a manner. Recent SCM theory concentrates on strategic 

collaborative strategic planning and execution. The sharing of business information seems to 

be an acceptable assumption in dynamic business relationships, in which two companies 

agree on aligning processes and share the information necessary to conduct SCM and achieve 

efficiencies in the operations(Zhenxin et al., 2001). However, most supply chains involve far 

more than just two companies, which may not have the same interests, understanding of 

SCM, resource levels, willingness to invest in necessary IT infra-structure and consequently 

might also have a different strategic focus. Conflicts of interests are unavoidable (Nickles et 

al., 2001). 

E-SCM 

Today the concept of SCM refers to a total systems approach to managing the entire supply 

chain. SCM is usually supported by IT (Kumar, 2001; Hugos, 2002; and Vakharia, 2002). 
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When a supply chain is managed electronically, usually with Web-based software, it is 

referred to as an e-supply chain. Improvements in supply chains frequently involve an 

attempt to convert an organization‘s supply chain to an e-supply chain that is, to automate the 

information flow in the chain (Poirier and Bauer, 2000; Turban et. al, 2002). 

Vinum and Skjoldager (2001) define e-SCM as a management discipline, which concerns 

electronic supply chain integration on a technical, application and business management 

level. e- SCM also includes optimization of business processes and resources across supply 

chains, from customers to suppliers of products, services or information. 

Braßler (2001) believes that it is appropriate to regard the supply chain as a production 

network formed of successive customer-supplier links and proceeding through a number of 

value-added steps to ensure that either a product or a service reaches the end customer. The 

most comprehensive example is when the chain starts in the raw material still to be won from 

the earth and ends with the delivery of goods manufactured from it. Thus, e-SCM is a group 

term that can be applied when Internet solutions are successfully applied to the management 

of the flow of all materials, information and finances along the value-added chain. 

Enterprises that utilize Internet infrastructure in their operations can be divided into three 

groups: users, telecommunications businesses and suppliers. They offer both traditional and 

virtual enterprises a wide variety of services to access on-line resources and opportunities. 

This access is based on the ‗5C‘ (Handfield and Straight et. al, 2004): 

• Co-ordination, 

• Commerce, 

• Community, 

• Content, 

• Communications. 
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The synergy of Internet properties, wide use of Electronic Data Interchange (EDI), 

knowledge and intellectual capital of organizations as well as the effectiveness of traditional 

SCM system solutions all leads to management of the supply chain in the new economy 

entitled e-SCM and to the creation of the Internet value network Holton et. al (2002). Though 

it is based on dynamic network, utilizing the co-operation of the mother company with a 

network of specifically selected partners, it is generally based on a wide use of the Internet in 

the following processes: commerce, production, physical movement, planning, supply, and 

product design. 

e-SCM is much more than implementing a piece of software. e-SCM must address the 

following five performance drivers: (Information Management Group (IMG), 2002) 

1. Strategy – e-SCM focuses on managing the horizontal flows of information, materials and 

funds along the supply chain. These flows represent the core processes of business. To 

manage these flows effectively requires an environment of trust and cooperation with supply 

chain partners. The culture of trust and cooperation will enable managers to execute best 

practices such as collaborative planning and vendor-managed inventory. 

2. Processes – It costs at least five times more to attract a new customer than to retain an 

existing one. It is e-SCM that determines whether or not can fulfill promises to customers 

and, whether customers will consider corporate to be worthy of future business when they 

compare corporate to the competitors. 
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 E-SCM must: 

• start with the customer and his/her requirements. 

• have a strong foundation of planning and execution.. 

• be ―e‖-enabled to compete in today‘s business environment. 

Companies often do not give the e-SCM process the right level of priority. Make sure that e-

SCM process design is a key part of business plan both as a competitive differentiator and 

cost reduction opportunity. 

3. Systems – These are the tools that enable organization to realize e-SCM strategies, 

processes and goals. The systems dimension is most successful when managers integrate the 

best available standards within each of the following categories: Enterprise Resource 

Planning (ERP), Supply Chain Planning (SCP), Data Warehousing (DW), Customer 

Relationship Management (CRM), eCommerce (eC), and Enterprise Application Integration 

(EAI). 

4. People – None of e-SCM strategies, processes, systems or goals will be achieved without 

people of organization. It is critical that the organizational structure, training, development 

and compensation be transformed to support the e-SCM process with a new organizational 

attitude. Not only must managers consider employees, but managers must also consider 

customers, suppliers and other business partners. 

5. Goals – Over the long run, primary e-SCM objective is to maximize company‘s e-SCM 

return on investment as a contribution to shareholder value. To do this requires setting goals 

in the area of customer service levels, supply chain assets and supply chain costs. However, 

e-SCM is feasible only when value is created for all of the partners along supply chain. E-

SCM does away with old style ―zero sum―thinking and emphasizes the importance of ―win-

win‖ thinking. 
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SUPPLY CHAIN STRATEGY 

E-Supply chain management flows can be divided into three main flows:  

 • e- procurement 

 • e-commerce 

 • e-collaboration  

e-Commerce helps a network of supply chain partners identify and respond quickly to 

changing customer demand captured over the Internet.  

e-Procurement allows companies to use the Internet for procuring direct or indirect 

materials, as well as handling value-added services like transportation, warehousing, customs 

clearing, payment, quality validation, and documentation. 

 e-Collaboration facilitates coordination of various decisions and activities beyond 

transactions among the supply chain partners, both suppliers and customers, over the Internet 

(e.g., coordination of engineering changes in the bill-of-materials for a product that is 

manufactured by an outsourced partner 
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RESEARCH METHODOLOGY: 

This report presents the findings of research done to examine Supply Chain Strategies. The 

primary focus of the study was to investigate the current state of supply chain management in 

the public and private sectors. In addition, the use and development of the Internet and 

associated e-business processes was examined in the context of the future development of 

supply chain management. The research has been done on consumer and technology 

products. 

This research is based on secondary data. 

The paper has been divided into three sections:- 

SECTION I: The challenges of supply chain management in a demand driven world and how 

it has led to evolution of E-SCM 

SECTION II: How knowledge of e-business might help an Organisation seeking to transform 

its SCM 

SECTION III: A study of impact of strategic and tactical issues of e supply chain 

management on Organisation. 

SECTION I 

In today‘s demand-driven manufacturing and supply chain world, a company faces growing 

challenges around market volatility, long lead times and forecasting errors. The inventory 

management decisions can make or break a firm‘s financial bottom line. 
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CHALLENGES: 

1. Preventing Shortages 

Supply chain deliveries must be flexible in order to meet the changing demands of the 

demand driven enterprise. In addition to the sheer cost of disrupting production, critical 

shortages can damage existing customer relationships and significantly weaken market 

credibility. 

2. Reducing Inventory Investment 

Inventory turns of 100 or more should be commonplace, not the exception. Companies are 

under increasing pressure to reduce inventory levels. In the demand-driven enterprise, 

inventories should ebb and flow with the changes in customer demand. 

3. Trimming Supply Side Lead Times 

Long material lead-times should be eliminated. By utilizing postponement strategies, lean 

procurement solutions provide a more responsive supply chain. 

4. Obsolete Practices 

The old way of doing business consists of buyers managing MRP forecasts and 

communicating requirements to suppliers via phone, fax and e-mail. Spreadsheets and 

manual reports are passed between the trading partners. These manual processes are slow and 

cumbersome. They cannot support today‘s demand-driven enterprises. Supply chain 

procurement professionals spend too much time ―putting out fires‖ and reacting to daily 

problems. They cannot seem to find the time to develop strategic relationships with suppliers 

and deploy improved business processes that eliminate shortages. 

5. Integration and outsourcing 

Reducing or outsourcing activities which involve a certain amount of risk or are not directly 

profitable, and commencing new activities which are closely related to the core business, 

creates an increasing dependency of organizations in the supply chain. 

6. Concentration and globalization 

Downsizing or relocation of production locations and/or sales outlets, with an emphasis on 

greater efficiency and economies of scale. 

 

 



DMIETR International Journal on Information Technology and Management    ISSN 2277 8659 

53 
 

7. More demanding customers 

Shorter product life cycles due to greater product variety and substitutes, as well as an 

emphasis on continuous innovation and flexibility. The growing value of market information 

also plays an important part here. 

8. Dependency on ICT and E-commerce 

The increasing use of ICT in order to serve the customer as efficiently and effectively as 

possible, and to streamline the organization itself. 

9. Legislation 

Increasing legislation on several areas is affecting not only individual companies but also 

entire supply chains, forcing supply chain members to collaborate. In order te become or 

remain compliant to different laws and regulations, areas like product liability, food 

legislation and strict environmental policies require new ways of finding the middle course 

between being compliant and remaining competitive. 

10.  Secure Supply Chain 

Vulnerability to sudden supply chain disruptions is one of the major threats of today‘s 

companies. Terrorism, theft and disasters are only some of the possible causes of these 

disruptions. To stay in control over the resulting consequences, increasing emphasis. 

SECTION II 

In their article ―The Supply Chain Management Effect‖, Kopczak and Johnson (2003) 

explain their research and findings concerning the ―six shifts in business focus driven by 

SCM‖. The authors reveal that SCM has increasingly been finding its place as one of the 

most dominant business philosophies of the past decade. More and more businesses have 

understood the opportunities that properly utilized SCM can provide to organisations. In fact, 

the influence of SCM has been so great that it has shifted business focus in a number of 

important ways. 

According to Kopczak and Johnson (2003), supply chain management has resulted in six 

major shifts in business focus, and each shift has redefined management‘s view of what 

business questions are being asked as well as what information needs to be gathered and 

shared. It is interesting to note that several factors have contributed to the facilitation of those 

shifts. IT has been recognized as the major enabler of this transformation. Advances in 

information technology, including ECR (efficient consumer response) and collaborative 
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planning, have greatly contributed to the occurrence of the six shifts. It is useful to consider 

each of these shifts in detail. 

Shift 1. From Cross-Functional Integration to Cross-Enterprise 

The first of the shifts has been from cross-functional integration within companies to 

integration across companies. In fact, IT advances have enabled this shift to a considerable 

degree. Companies have sought to better coordinate and improve supply and thus satisfy 

more customers by building deep and better supplier relationships (Kopczak and Johnson, 

2003). 

Wal-Mart, for instance, has forced many manufacturers to improve their inventory 

management, and even to manage inventories of their products in Wal-Mart stores and 

distribution centers. Following Wal-Mart‘s lead, most major retailers are asking suppliers to 

tighten up their inventory management and improve their order fulfillment capabilities. 

Toyota also supervises its suppliers, by sending monthly report cards to core suppliers, thus 

facilitating immediate and constant feedback. It develops suppliers‘ technical capabilities. It 

also shares information intensively, though selectively, and conducts joint improvement 

activities (Kopczak and Johnson, 2003). These and other examples clearly show that 

companies who cooperate sensibly are likely to reap major benefits. 

Shift 2.  From Physical Efficiency to Market Mediation 

Companies that excel at SCM usually manage two aspects of supply : physical supply and 

market mediation.  

In the past, the focus has been on the physical supply since it has been clearer for companies 

to identify and understand. However, since businesses have increasingly realized the 

importance of market mediation costs, more emphasize has shifted towards the latter. 

Shift 3.  From Supply Focus to Demand Focus 

A third important shift has shown that while companies do maintain efforts to improve 

supply, many have put even more emphasis on gathering better demand information and 

employing demand management. In essence, the entire philosophy of the old ‗push‘ strategy 

has been replaced by the new ‗pull‘ strategy (Kotler, 1994). Some practical examples come 

from Japan. In Toyota there is a term for surplus inventory: muda (or ‗waste‘). The company 
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has designed its supply chain in such a way that allows it to respond to quick changes in 

demand. 

It has invested in real-time systems to detect changes in customer preferences and tracks data 

on sales and consumers at every store. The data allows the supply chain to detect fluctuations 

in demand between stores, to alert suppliers of potential shifts in requirements, to help 

reallocate inventory among stores, and to ensure that the company restocks at the right time 

(Kopczak and Johnson, 2003). 

Shift4. From Single-Company Product Design to Collaborative, Concurrent Product, 

Process and Supply-Chain Design 

Today, most business has shifted toward collaboration in one way or another. Companies 

now no longer design products separately, but rather do it in collaborative, concurrent ways. 

They also do it along the entire supply chain, involving their suppliers and customers. Since it 

is usually customers that know their needs and preferences best, many companies have 

involved 

the consumers in the product/service design process. The vendor who will offer the best 

quality/price will earn a contract for the lifetime of the model. It is probably no surprise that 

Toyota‘s models rank first in terms of quality 

(Huff, 2001). The important point is that all of these companies and others have realized that 

collaborating with customers and suppliers often proves extremely beneficial. 

Shift 5.  From Cost Reduction to Breakthrough Business Models 

The advent of the Internet, the increase of international trade, the ability to produce 

everywhere, the proliferation of business software and computer hardware, and the 

accumulated business expertise have led to the creation of a very strong competitive 

advantage, SCM (Barnes-Vieyra and Claycomb, 2001).  

Companies that recognize this opportunity and take advantage of it are the ones most likely to 

succeed. 

Shift 6.  From Mass-Market Supply to Tailored Offerings 

The era of the Mass-Market is almost over, because businesses differentiate more and more. 

Segments are more difficult to define, and tastes and preferences change on a daily basis. 
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Since customer loyalty is difficult to maintain, companies are now trying to snatch 

competitors‘ customers, while retaining their own (Kopczak and Johnson, 2003). This shift 

can be clearly observed in the fashion industry. What is trendy today can easily be considered 

old fashioned in a month. 

SECTION III 

This section analyses the SCM practices of consumer and technology products. These 

Companies are rated among top five companies. The information on these companies have 

been collected from the secondary data only.  

ANALYSIS OF SCM PRACTICES OF COMPANIES 

INFOSYS: 

Infosys Technologies Limited (NASDAQ: INFY) defines, designs and delivers IT-enabled 

business solutions that help Global 2000 companies win in a Flat World. These solutions 

focus on providing strategic differentiation and operational superiority to clients. With us, 

clients are assured of a transparent business partner, world-class processes, speed of 

execution and the power to stretch their IT budget by leveraging the Global Delivery Model 

that we pioneered. Infosys has over 104,000 employees in over 50 offices worldwide. We are 

part of the NASDAQ-100 Index and The Global Dow.  

Infosys' SCM practice delivers value to multiple domains across functional areas by 

providing service offerings ranging from consulting to product maintenance and support to 

drive business competitiveness. 

 

Infosys Product Engineering services span the entire lifecycle of a product from R & D, 

design, development to product support with our extensive experience, exceptional talent and 

technology capabilities. 

SCM practices enable world to realign their supply chains to Flat world by providing 

functional solutions for needs in Supply and demand planning and forecasting, sourcing and 

procurement, Supply chain execution and enterprise management. 

Key Capabilities of Infosys in SCM 
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 Over 300+ diverse supply chain engagement in 25+ countries for over 35 Fortune 

1000 customers. 

 Strategic Alliance partnerships with leading SCM package vendors. 

 750+ supply chain experts cross trained across a range of supply chain management 

products. 

 Centers of excellence for business applications, verticals and functional solutions.  

End to End SCM Offerings to Various Industries 

Supply Chain Planning 

 Demand Planning. 

 Network planning. 

 Supply planning. 

 Inventory Planning. 

Sourcing and Procurement 

 Strategic Sourcing. 

 E-procurement 

 Contract management 

 Spend Analytics. 

Supply Chain Execution  

 Order Capture. 

 Transportation Management System 

 Warehouse Management System. 

  Order Fulfillment and distribution management system. 

 Reverse Logistics. 

Asset Management 

 Asset Life cycle Management. 

 MRO supply management. 

 Work force management. 

 Maintenance Scheduling 

These are some of the offerings provided by Infosys to its end users. 
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WIPRO 

Manufacturing organizations are expanding their value network globally. This has generated 

the need for effective Supply Chain Management (SCM) to deal with the complex and 

dynamic global supply chain. Companies are looking to optimize their IT investments by 

incorporating SCM practices into their business strategies.  

 

Wipro brings in its vast experience into its SCM practices, to offer enterprising solutions 

across various domains. In Wipro, SCM enable you to enhance flexibility and market 

responsiveness to demand variation. We help you to deliver higher efficiency by 

incorporating Lean and Six Sigma principles. The focus is to enable to reduce costs, 

accelerate time-to-market and improve service delivery. 

Procurement  

Manufacturing firms are increasingly focusing on Procurement Risk Management practices to 

enhance supply chain reliability and reduce costs. The emphasis is on capturing accurate 

spend information and product margins to shell out a calculated workflow. Manufacturing 

component procurement contributes to cost reduction and risk mitigation. 

Wipro offers multi-tier supply chain visibility through direct and indirect procurement 

solutions. Wipro interprets its procurement know-how to optimize the sourcing process which 

addresses these focus areas, 

 Strategic sourcing Supplier Relationship Management 

 

Compliance and Monitoring 

Wipro solutions provide the following benefit 

1. Effective procurement which enables process transparency and improved cycle times 

2. Long-term supplier partnership and collaboration 

3. Optimization of best practices 

4. Access to operational information, performance data and monitor metrics 

5. Enhance negotiation capabilities 

6. Reduce inventory holding cost 
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Demand Management 

The challenges faced by manufacturing companies are defined by the ever-evolving customer 

requirements, market dynamics, regulations and sales channels. 

Wipro enables you to address these challenges through innovative demand management 

solutions. Wipro solutions allow maintaining margins while offering enhanced customer 

satisfaction by emphasizing on major focus areas like,  

1. Comprehensive forecasting solutions for anticipating sales trends. 

2. Dynamic supply and demand management to minimize inventory and costs. 

3.  Enhanced supply chain visibility through collaboration across the value chain 

encompassing different geographies and locations. 

4. Seamlessly integrated demand supply planning through process-based applications 

and tools 

 

Reverse Logistics 

 Reverse Logistics management is a significant factor in the development of an integrated and 

seamless reverse supply chain. Companies are looking towards solutions to overcome the 

challenge of rising costs due to product recalls, shipping errors, end of life management and 

warranty returns. The focus is also on identifying high-quality suppliers through supplier 

traceability, in order to minimize the returns process and reduce related costs. 

Wipro offers innovative reverse logistics solutions that can be easily merged into existing 

frameworks. Our offerings are targeted towards the following areas,  

 Returns management Routing of defective product from point of return to the 

manufacturer and tracing the supplier or cause of the defect 

 Warranty management Enables supplier recovery and streamlines the warranty 

process through an early warning closed loop system 

 End-of-life management Reverse supply chain product utilization and compliance 

with disposal guidelines 

IBM 

The credentials of the IBM SCM Services‘ practitioners are exemplary and resources span all 

geographic regions 
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 Over 25% have advanced degrees; 200+ with PhD‘s 

 Average staff experience in SCM field is 9.5 years 

 40% of staff has over 10 years supply chain experience. 

 Current staff holds 14 supply chain related patents, e.g.:Decision Support System for 

the Management of an Agile Repair Supply Chain.. 

 Fast inventory matching algorithm for the process industry‖ 

 Virtual sales person for electronic catalog. 

 Over 45 books and articles have been written by our consultants on a wide range of 

topics such as: 

 Transforming Government Supply Chain Management 

 Information Technology At Work Today in the Energy Industry 

 Multi-facility Location and Routing Models to Minimize Hazardous Material 

Transport Accidents 
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SCM Service collaborates extensively with IBM Integrated Supply Chain group, IBM 

Research and leading universities. 

IBM SCM Service has partnered with best-of-breed alliances to address the diversity and 

complexity of this area 

 

SCM MODEL  
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WALMART 

Wal-Mart is a global retail organization, in the business of serving customers.  In the United 

States, their operations are centered operating retail stores and membership warehouse clubs.  

International, they are centered on retail stores, warehouse clubs and restaurants.  Their 

business is to offer customers quality merchandise at low prices.  Wal-Mart mission is to be 

the place where prices are low and value and customer service are high everyday.  

Wal-Mart has established critical strategies in multiple functional areas to hit its goals for 

supply chain management excellence: 

Financial 

Operations 

Logistics Processes 

People 

SUPPLY CHAIN MODEL OF WALMART 
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Information System in Supply Chain Management  

 Centralization of information flow Order management  

 Total visibility of resources and processes  

 Data interchange between partners within supply chain  

 Data capture: 

1. Monitoring of processes 

2. Events happening across the supply chain  

 Automated forecasting, planning, scheduling  

 

Supplier Relations  

In SCM, the single most important ingredient is supplier relationships.  It is important that 

the relationships are managed well, which each party involved have mutual confidence in 

other members of the partners in the supply chain.  These types of inter-organizational 

relationships are called strategic alliances.  A strategic alliance is a process wherein 

participants willingly modify basic business practices to reduce duplication and waste while 

facilitating improved performance.    

 

Retail Link 

 Provides communication between Wal-Mart and suppliers. 

 Manages purchase orders and invoices. 

 Provides suppliers with sales and inventory data at every store. 

 

Data Warehouse 

  101 terabytes 

  Largest of any Fortune 500 company 

  2 years worth of sales transaction history 

  Transactions available in data warehouse the next day 

  120,000 trend analysis queries every week from vendors 
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Vendor Involvement 

  Wal-Mart success depends on vendors‘ analysis. 

  Wal-Mart expects vendors to lower prices over time. 

  Vendors often need to make technology and business process changes to use Retail 

Link effectively. 

  Largest vendors have employees stationed at Wal-Mart corporate headquarters. 

 

Retail Link system  

  More than 10,000 Wal-Mart suppliers use Retail Link to monitor sales of their goods 

at the store level and replenish inventories as needed.  

  Integrates into one of the largest data warehouses around, with more than 100 

terabytes of information.  

  Make daily transactions details (more than 10 million daily) available to every Wal-

Mart store by 4 a.m. the next day.  

 

Benefit of SCM to Wal-Mart  

  Increasing visibility into all business transaction on a timely basis  

  Streamlining the physical pick pack process leading to reduced errors and redundant 

labor  

  Eliminating charge backs and fines by retailer compliance and permitting access to 

all data from EDI through shipping  

  Keeps inventory costs down  

  Quickly and effectively predict the needs of customers in different areas and from 

different backgrounds  

 

Wal-Mart's Best of Breed practice on SCM  

  Wal-Mart was one of the first retailers that seriously invest in it's IT infrastructure. 

This gave Wal-Mart stronger foundation in information technology comparing to 

competitors. 
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  Initially developed its own information system (Retail Link), then later outsourced it 

to third party. Wal-Mart understands it needs best. Develop what they want first, after 

everything is on the track, outsource it to third party. 

  The system itself is relatively user-friendly. Wal-Mart's partner doesn't need time to 

learn to use new application. Data can be easily exported to standard formats like 

Excel or Access 

 Relevant information is available to its partner.  

  The system is dynamic and adjust quantity of orders according to current situation. 

Bottled water, gasoline container was almost emptied from Wal-Mart's shelves on 

September 11 and flags sold out on September 12. Wal-Mart's system was able to 

detect change in buying pattern and trigger orders to restock accordingly.  

  Wal-Mart must be able to get most up-to-date information out of the system to do be 

able to do proper prediction.  

          It keeps looking for a better way to track its inventory. (RFID 

SUMMARY OF FINDINGS 

On the basis of above study, the findings can be summarized below: 

 The four main concerns for supply chain strategy are 

a) Supply Chain Integration  

b) Price and Cost improvement 

c) Knowledge management  

d) Intellectual property  

 Customers‘ satisfaction and customers‘ strategies are key drivers for organisations‘ 

supply chain strategies. 

 Price pressures are widespread, and have the effect of ‗squeezing‘ supply 

chain costs. 

 Responsiveness to customers is considered to be an important strategic 

objective. 

 E-procurement offers major cost savings, yet less than 40% of those adopting it regard 

procurement as a strategic process. 

 The dominant approach to e-strategy is that the CEO sets out the broad 

criteria, and detailed implemented is by a cross function task force. 
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 This research found that e-business developments in the supply chain 

          followed a five-stage evolution. 

 The evolution of supply chain development and e-business is one which 

  initially addresses customer-facing processes, followed by operations    process, co-

ordination and then supplier-facing controls.  

The fifth stage of our model is one of total supply chain transparency. 

 The most significant barrier to supply chain integration was deemed to be supplier 

ability. Due to the diverse nature of the supply base for most organisations, the 

ability to employ common, integrated solutions is severely constrained. Initiatives to 

establish industry portals reflects the concern for supplier integration. 

 A common barrier to supply chain improvement is the cost of developing system 

solutions and implementing business systems. 

 System integration is a second key barrier to supply chain integration 

 Majority of comapnies employed consultants to support their supply chain and e-

business initiatives. 

 Cultural changes as a consequence of e-business and supply chain integration were 

centered on two themes. 

1. Firstly the opportunities for technological skills enhancement, 

2. Secondly, the threat felt in terms of increased monitoring and 

Accountability, especially as a result of the introduction of systems such as 

CRM (customer relationship management).  

 It was widely accepted that it would have a profound affect on administrative and 

finance functions. 

A web enabled supply chain management system is a positive solution for enhancing supply 

chain management. It allows the companies in the supply chain to communicate easily and 

effectively with each other. It also provides easy access to data generated, which can be 

organized to provide useable information to those that need it. This can reduce the problem of 

information overload, where individuals are provided with too much information to process, 

while not being provided with what they really need to know. While these are major benefits, 

there are also various difficulties involved in building an e-SCM system. 
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One of the major problems that occur relates to problems with integrating the technology 

used by the various parties in the supply chain. Quite often, one company uses a software 

system that will not integrate easily with supplier technologies. This creates a problem that 

requires one of the suppliers to change their system to allow integration. In the case where a 

supplier has one major customer, this may not be so problematic. 

However, many manufacturers supply to various clients, and some even to hundreds or 

thousands of clients. The same applies with the company receiving goods from suppliers, 

where most companies have various suppliers and not just one. This creates a problem as to 

how companies can adapt to ensure integration with a range of suppliers and retailers. 

Another concern relates to issues of safety and privacy. Sharing of information and systems 

between companies often create issues with management in regards to securing company 

information and ensuring safety. This can be a substantial problem for companies who 

consider themselves at high risk of terrorism, corporate sabotage, or companies who 

have substantial business secrets. This problem associated with sharing of information means 

that e-SCM systems often have to be created with protection systems built in. 

The final problem is that few e-SCM systems can be created to work effectively initially. The 

development and the implementation is not generally a quick and simple process, but a long 

one based on developing and then assessing the system. 

This means that the development of e-SCM system often involves a large input of time and 

money, while not necessarily providing initial benefits. 

SUGGESTIONS 

Research suggest that the companies with the most successful supply chain management 

practices -- across an array of industries -- focus on creating and maintaining partnerships 

with the most qualified vendors.  

Based on this research, We are able to identify and profile some of the tactics and most 

effective practices these companies employ in their SCM strategies. Some recommendations 

include the following:  

 For one, companies should align their supply chain management systems with 

strategic initiatives and goals. For example, some successful companies have formed 
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partnerships with their suppliers and now work together to realize mutual gains and 

reach strategic goals.  

 You should select your suppliers based on criteria stretching beyond traditional cost 

per unit considerations. The goal of these partnerships is to be able to combine talents 

and resources across the supply chain, leading to gains in cost reductions, quality, 

flexibility, system responsiveness, and overall performance.  

 It also recommends that you certify supplier-partners to establish a common language 

for communication. Researchers add that successful companies often certify their 

partners at different levels.  

 It's important to constantly refine and improve the manufacturing processes. Partners 

should always identify which organization in the supply chain can perform a specific 

task at the highest quality and the lowest cost.  

 You should use technology to improve supplier partnerships. Rather than limiting 

yourself to only one or two ways of working with a vendor, use a wide array of 

communications tools. 
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